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Ul Overview

Toolbar

|
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Zoom controls

Graph Vis.
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Toolbar Overview

Graph Tools
(Directly manipulate graph
visualization & behavior)

GRAPH © A
: : :
| |
Run Clustering : Graph Settings
|

Scene Settings
(Colors, Sizes)

Label Settings

Selection Tools

(Tools to select elements of

the graph)

INTERACT R

Rectangular Select
(Click and drag)

Data Brush
(Opens Histograms)

O

Query Tools
(generate filters and
exclusions from the graph)

QUERY Y @

Filters Panel

Exclusions Panel

Inspection Tools
(Open up data panels to
inspect graph elements)

INSPECT [:lill

Histograms

Data Table

Workbook Tools
(Control the window and save
your workbook)

WORKBOOK (4 o’ =

Open window in
new tab

FullScreen

Save Workbook
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Zooming

Zoom in & out using...

- Toolbar + - buttons

- Mouse scroll wheel

- Touch pad with 2 fingers

NODES 467 B PRUNE ISOLATED NODES
EDGES /12 B SHOW POINTS OF INTEREST
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Graph Visualization Interaction

Points of Interest are shown when you
load the graph.
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Graph Visualization Interaction

e = Dva N Hover over a node or edge to see its label,
i s BEel T SN a detailed description of its attributes.

B | degree out:
pointicon:

type
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Graph Visualization Interaction

18245658 Fon Click a node to select it. This will pin the details.

degree: 13

degree_in: 13 Click outside of the graph to de-select.

degree out: 0
pointlcon: user-secret

type: External IPs
1025017 sonacoen
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Visual Clustering
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Scene Settings

Scene

Canvas

Point Colors

Background Color

Appearance

Point Size
Edge Size
Point Opacity
Edge Opacity

Show Arrows

Prune Isolated Nodes
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Change all node colors

Change background color

Scale Nodes

Scale Edges
Node Opacity %

Edge Opacity %
Show Edge Arrows
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Prune Isolated Nodes

Prune Isolated Nodes lets you exclude all of the nodes with 0 degree connection
to other elements in the graph (Nodes without edges)

These nodes are disconnected from our
graph,so we might want to exclude them.

’,-;
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Prune Isolated Nodes

To do so, toggle the Prune Isolated Nodes option in the Scene Settings, or with
the quick toggle!

Scene

Canvas

Point Colors

Background Color

Appearance

Point Size
Edge Size
Point Opacity

Edge Opacity

Show Arrows '9 er
41

-

Prune Isolated Nodes

[
[
[
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& PRUNE ISOLATED NODES
Turn Prune Isolated Nodes On (0] 4 @ SHOW POINTS OF INTEREST
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Move An Individual Node

To move a node:
1. Click on the node to select it
2. Drag and drop to new location

Nl
o

M2

Nopes” 4039
Eooes 88234
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Selecting and Moving Multiple Nodes

To move multiple nodes:

1. Select a region of nodes using the “Rectangular Select” tool.

2. Drag and drop nodes to new location

INTERACT

h

O

*Click and drag
to select* >

Graphistry, Inc. 2017
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Selecting and Moving Multiple Nodes

To move multiple nodes:

1. Select a region of nodes using the “Rectangular Select” tool.
2. Drag and drop nodes to new location
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Selecting and Moving Multiple Nodes

To move multiple nodes:

1. Select a region of nodes using the “Rectangular Select” tool.

2. Drag and drop nodes to new location

INTERACT

h

O

1026.1.26
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Histogram Panel & Data Brush

The histogram panel allows you visualize properties within your
graph, and create filters on the fly by selecting sections of the chart.
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For instance...

This histogram is looking at the degree

(point:degree) property of all the data within
our graph.

point:degree

Our histogram creates a representation of our
graph, broken down into bins.

Things to try:
Hover over the bins to see the nodes or
edges highlighted in the graph.
Click on a bin to create a filter from it
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Histogram Panel

To add a new histogram :
1. Open the histogram panel with the toolbar

- . . Add Histogram
2. Use the search bar to create a histogram for any desired attribute ;

nt: - defaultPointSize

t.__pointColors

int.__pointCommunity

t.__pointSizes

point: title

INSPECT  |lil EH

edge:Message

edge:Pivot
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Histogram Panel

To see data in a histogram:
Hover over a histogram bin to highlight nodes or edges it contains

edge:Fire Eye URL
point:Message
edge:Message

edge:Pivot

point:type

___ Hover over
— a desired bin

COUNT 22
CATEGORY Internal IPs
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Histogram Panel

To create a filter from a histogram section

1. Click and drag which sections of the histogram you’d like to see
2. Release click to apply filter to graph

point:type

! |
|
! |
|
# ,
|

1

COUNT 23
CATEGORY External IPs

Click and drag desired bins

Filters

LIMIT 800000

point:type IN ("External IPs",

"Internal IPs")

182.45.65.17

102.40.65.20
182.45.65.19 182.45.65.9
10.25.04
182.45.65.12
182.45 RS 11
10.25.0.5 182.45.65.15
182.46.¢ 182.45.66.7
182.45.65.18
10.25.0.2
182.45.65.21

10.26.0.26

s 45

3es 0
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Histogram Panel

To create a filter from a histogram section
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Histogram Panel

To apply a color profile to a histogram:
1. Open the histogram Settings
2. Choose a color profile to assign to the selected histogram

edge:Fire Eye URL

Visualize point:type

. qgrar e s L R A 1
: 506 SRS,
- | Sk .105'0'3  I82.4565.47 |1
point:type o % BN N R tosmate
B Bl Categoricsl (Set19 9) 74 18245852 - L
AI1T11 Categorical (Pdired12 12) S AT T ey 18245858
T." ' '-:I“;-' o" 4 AM'. Too. v--.':-..i ‘“““’9
. i oAy S =2 | 10.25.04
I Gradient (Reds3 3) 20N e Ve NN s
‘ D s 182.46.85.12
- b ..'.__ “-‘: ""_. H‘::, ’;‘-:ﬁ.‘}.‘
Ml Gradient (Blues3 3) S ’-;__._f‘\\.. - 10.25.0.10
Suspicious Filk ~ . W @
[/ VTS 10260.18

% B Gradient (Greens3 3) .
Show using icon

Pick icons by setting field values that are Font Awesome icon names. Example: "laptop”

Open Histogram
Settings

~ -
------

Profile is applied to

histogram
Choose a color profile
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Histogram Panel

To apply a color profile to a histogram:
1. Open the histogram Settings
2. Choose a color profile to assign to the selected histogram
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Data Brush

The data brush allows you to highlight a section of the graph, and visualize the selected elements
within the histogram panel, and data table.

To use the data brush
1. Select the data brush icon from the toolbar
2. Click and drag to select a section of your graph

point:Fire Eye URL

Blue areas are selected

nodes & edges. ----------- -

3. See corresponding values in histogram panel Hover over to see details edge:Fire Eye URL o
_
w COUNT &0
2 , CATEGORY 1986a44b12e.com
INTERACT * O = R SELECTED 15

s %- ‘.. -4 %:'"‘ x .o

/};;.x

- 4180 4RFER

ﬁ 0.2509 25012 3\

edge:Message

%—11 .;r( e N

~

1}’ =V
\ ..g‘ \_»
o — 5 182.45.65.17 X L
& ] T . "-/ [ WRL R/ T
. . { R R \
. }l /‘ “ ."I/ \l\\ \. \ oS . "\\\ \,‘...:I.‘i ["’ \v. \.
2 - : - s B \ l. *v‘n
[ 4 3 _/:_/ o« v Ll ‘\. 7 \! .
, " . .
- : : f
. . . . | Il b
(| '

Click + Drag | 182.45.65.0 | 1 ||| S
To seIeCt area v ::',' \|"' & ,:,\’;\\‘ <
o A N A AR R A .
e - 182.45.656
~ Dacea ! Traffin /- A -—
£/ \ % 1l » . # gt(‘ -

.v’. ¥ \ » S |
1 g - \ o . ~ " - - J i . ‘.‘ ‘1'-5...\ M
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Data Brush

The data brush allows you to highlight a section of the graph, and visualize the selected elements
within the histogram panel, and data table.

To use the data brush
1. Select the data brush icon from the toolbar
2. Click and drag to select a section of your graph
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Filters & Exclusions
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Filters & Exclusions
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Filter Panel

To use a filter:

1. Click on the filter button to open the filter panel
2. Search for the attribute to filter. (“point:degree”)

Filters

LIMIT 800000

point:degree >= 10
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Filter with Label

To create a filter from a node property:
1. Click on the node to open its label

2. Hover over the desired property to expose its filter & exclusion options
3. Select the Filter option to generate a filter

10.25.0.12
Filters
10.25.0.12
Y 182.45.65.14 @ POINT %
182.45.65.14 @ POINT % degree: 13 5.65 LIMIT 800000
degree: .65, degree_in: 13
'.w eg = -45-'

degree_in: degree_o ao ] point:degree_in >= 13

degree_out:

_ pointicon: ussecret
pointicon: user-secret

type: External |IPs

Fasse Iramc

type: External IPs
Fasse™ iramc

Adware - Tooll Adware - Tooll
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Filter with Label

To create a filter from a node property:
1. Click on the node to open its label

2. Hover over the desired property to expose its filter & exclusion options
3. Select the Filter option to generate a filter
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Exclusion Panel

To use an exclusion:

1. Click on the exclusions button to open the panel
2. Search for the attribute to filter. (“point:degree”)

Exclusions

point:degree >= 4

Graphistry, Inc. 2017
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To use an exclusion:

1. Click on the exclusions button to open the panel
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Exclusion with Label

To exclude a selected node using its label
1. Click on the node to open its label
2. Click the exclusion icon to generate an exclusion

@ POINT %
Passed Traffic ).1

degree: 20
degree_in: 20

degree_out: 0
pointicon: bell
type: Message

5.2 | - 7 ——
10£L.5
Exclusions
REOINT X
Exclude if "point:_title = Passed edge:_title = 683

Traffic"

degree_out: 0

pointicon: bell Ll

type: Message
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Exclusion with Label

To exclude a selected node using its label
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Workbooks

1. Workbooks save the active state of the visualization, including filters, exclusions and encodings.
2. Workbooks can be created by supplying the URL parameter “workbook” to andy visualization.
3. If a workbook parameter is not supplied, a unigue workbook ID will be created

4. To save a workbook, click on the “Save Workbook"” icon in the toolbar.

5. Workbooks can be shared, simply by sharing the workbook URL parameters.

R s g it Workbook Saved ./
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1. Workbooks save the active state of the visualization, including filters, exclusions and encodings.
2. Workbooks can be created by supplying the URL parameter “workbook” to andy visualization.
3. If a workbook parameter is not supplied, a unigue workbook ID will be created
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APl References

- Our API References are available online at:
- And also served by the app at: https://SERVER_LOCATION/docs/

View on GitHub ()

Docs

Graphistry APl Documentation

REST APl Documentation

Python Client

« PyGraphistry

Interactions API
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Tutorial and Demo Notebooks

- Tutorial and Demo notebooks can be found at:

- Each one of these notebooks is also prepackaged in the Jupiter Notebook container
that is provided in the release

Quickstart: Graphing Les Misérables

This simple axample from our guickstart walkthrough introduces the basics of PyGraphistry. We alsc have more advanced tutonals
avaiable

You can downioad this notebook 10 run it locally,

lmport pandas
import graphistry

graphistry.register(koy="'Fmail pygraphistryfgraphistry.com to get your APT kay')

In |3): # Let's have a peak at our da Yy printing the firsce three rows
links[:3)

outf3): l source target | value

Napoleon Myriel |1

|
MMBmmMM3MwM§8

2| Mme.Magloire | Myriel |10

¢ Plot graph using the mource/target colum 16 seurce/doentinacion

‘. seu : n
plotter = graphistry.bind(sources' destination='target')

plotter.plot(links)

out(d):

In |5): # New graph adding the aumbe:
links([ 'label ") links.val
plotter = plotter.bind(edge labele'l
plotter.plot(links)
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Tutorial and Demo Notebooks

Notebook Name Description

Deliverable Testing and

Tutorial Notebooks
UploadAPI REST Data Upload tutorial

Workbook Demonstrates and tests Graphistry’s saving and sharing functionality.

Benchmarking/TestDatasets Generates test datasets specified in the program plan.

Tutorials and Demos

MiserablesDemo.ipynb The ‘Hello World’ of graph visualization

MarvelTutorial.ipynb Visualizes social network of super heros based on their coappearances in
marvel comics.

BitcoinTutorial.ipynb Silk Road Bitcoin Embezzling Visualization

BiogridDemo.ipynb Visualize proteins and their interactions from https://thebiogrid.org/

TitanDemo.ipynb Integration with Titan graph database (now Datastax Graph)

Tutorial Part 1 (Honey Pot) Visualizing Attacks on a Honey Pot

10 elplel B e e AT o= lelp (=8 Mol BB Visualizing Apache Access Logs

Twitter How to detect a botnet using visual graph analytics
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